
 

 
 
 
 
 
 
 

 

AN EXCITING CAREER OPPORTUNITY TO EXCEL 
 

The Institute of Chartered Accountants of Pakistan (ICAP), is established as an 
autonomous body under Chartered Accountants Ordinance, 1961 (the Ordinance). 
ICAP strives to promote professional excellence, provides best services to its 
stakeholders and safeguard the public interest. 

CYBERSECURITY MANAGER - KARACHI 
 

Key Responsibilities: 

• Lead and oversee security operations and SOC functions, ensuring continuous monitoring, detection, and 
response to cyber threats. 

• Develop, implement, and maintain the organization’s cybersecurity strategy, policies, and framework. 
• Conduct enterprise risk assessments, manage security risks, and ensure compliance with regulatory and 

relevant standards. 
• Oversee infrastructure, network, cloud, and application security, including secure configuration management 

and architecture reviews. 

• Lead vulnerability management and VAPT programs, prioritizing remediation based on risk. 
• Manage and coordinate incident response, threat hunting, and forensic investigations, including post-incident 

reviews and remediation plans. 
• Manage and mentor cybersecurity team members, fostering skill development and operational excellence. 
• Drive security awareness and training programs across the organization. 

• Collaborate with IT, cloud, DevOps, internal and external stakeholders to embed security into projects and 
operations. 

• Prepare and present security metrics, risk reports, and executive-level dashboards to the Head of Department. 
 

Required Education, Experience and Skills:  

• Master’s or Bachelor’s degree in Information Security, or Computer Science from HEC recognized Institute / 
University with at least 4-6 years of relevant working experience. 

• Relevant certifications such as CEH, CISA, and Cloud Security (AWS/Azure) will be preferred. 
• Proven experience in network and system security, SOC tools and incident response. 
• Strong knowledge of cloud and application security. 

 

Shortlisted candidates will undergo the selection process of ICAP. The position offers a market-competitive 
remuneration along with ICAP-Maintained Car and other benefits. Please note that the employee retirement age at 

ICAP is 60 years. 
 

 

Eligible candidates may apply online using http://career.icap.org.pk/ 

or share their resumes at hrd@icap.org.pk by January 27, 2026. 
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